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Originally, the concept of software-defined-x originated in the IT and telecommunications 
industries. It represented a turning point: hardware functionality was systematically 
shifted into software to enable faster innovation, centralized control, and greater flexibility. 
What began with servers and networks has since spread across industries - most visibly 
into automotive, where Software-Defined-Vehicles (SDV) have become the centerpiece 
of almost every product roadmap in recent years.
Due to geopolitical escalations and changes in modern warfare, software-defined 
approaches play an increasingly important role in the defence industry. The promise is 
familiar: agility, speed, and adaptability through software. But defence is not IT. Nor is it 
automotive. The SDV parallel is tempting – new models every few years, updates over the 
air - yet defence systems are traditionally built for 20-30-year lifecycles, while some tactical 
components may need replacement every few months or even weeks. The question is 
therefore whether Software-Defined-Defence (SDD) enables the products the sector 
needs. Our answer: SDD is necessary, but not sufficient. On the battlefield, adaptability 
does not come from software alone. It depends on the tight coupling of three layers – 
adaptable software (SDD), modular hardware (+), and fast operational feedback loops 
(++) – which continuously reshape both to enhance capabilities and respond to enemy 
countermeasures (see exhibit 1). SDV is a useful inspiration; SDD++ is the destination.
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The exhibit lays out this progression: SDD as the software core, SDD+ adding modular 
hardware that can be swapped without redesigning the base, and SDD++ closing the loop 
with continuous external feedback from the field. The real shift is from software-defined 
systems to feedback-defined systems. What matters now is not whether software can be 
updated, but whether operational reality can be turned into product change fast enough 
to matter.

Software updates alone cannot deliver agility when the drone’s frame, propulsion, or sen-
sor suite needs to change just as fast. Taking SDD seriously therefore means designing 
hardware modules that can be separated, upgraded, and reintegrated – without dragging 
the entire system into a redesign spiral. The architectural foundation for this is Module 
and Variant Management (MVM): products structured around clear interfaces, so mod-
ules can be swapped, variants spun off, and lifecycles scaled without re-qualifying the 
base. Those same interfaces also enable interoperability across systems – the logic be-
hind manned-unmanned teaming (MUM-T) programs like Airbus Wingman and the US 
Collaborative Combat Aircraft (CCA), where a stable manned core is tied via open mis-
sion-system interfaces to a family of cheaper, faster-evolving uncrewed effectors that 
can be replaced without touching the platform itself.
But not all hardware spins at the same speed. At one end of the spectrum, a US$500 FPV 
drone may need a full redesign every quarter.1 At the other, an AESA radar with soft-
ware-based beamforming may receive multiple software updates a year while its hard-
ware remains stable for a decade or more.2 The challenge is therefore not uniform agility, 
but structured agility – keeping stable systems stable while letting fast-moving layers 
adapt at combat speed.
That structural difference has to translate into procurement: fast layers need fast pro-
curement. And procurement presupposes supply: fast-iterating modules need mul-
ti-sourced critical components, qualified alternates already on the shelf, and contracted 
surge capacity. Speed at the order level means nothing if the parts cannot arrive. Today’s 
processes still apply uniform military-grade requirements and multi-year qualification cy-
cles to components that will be obsolete within months. The pragmatic alternative is fit 
for purpose at the speed of conflict – accepting that for attritable, fast-iterating modules, 
“good enough and now” beats “perfect and in five years.” The clearest signal yet: in late 
2025 US CENTCOM operationalized LUCAS, an approx. US$35,000 reverse-engineered 
Shahed-136 clone, because the exquisite-systems portfolio could not deliver attritable 
mass at usable cost.3

SDD+: Hardware Has to Spin, Too
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Even the most modular hardware and adaptable software evolve too slowly if feedback 
from the field doesn’t reshape them in near-real time. SDD++ is what closes that loop. The 
war in Ukraine has become a blueprint for future confrontations not just in battlefield in-
novation, but in battlefield feedback. Adaptation cycles in the drone war now run in weeks; 
for software and electronic-warfare countermeasures, sometimes in days. The winners 
are not those who update software the fastest – they are the ones who turn frontline data 
into design changes and new operational logic faster than their adversary. That requires 
considerably tighter integration between operational use, engineering, testing, and deci-
sion-making. Feedback cannot be a downstream activity; it is the core mechanism of 
adaptation.

Both sides illustrate this through different operating models. Ukraine runs the loop 
through a decentralized startup ecosystem that produced roughly 4.5 million drones in 
2025 – roughly double the 2024 figure – and salvages Western systems for components 
when they fail under intense electronic warfare.4 Russia industrializes the same principle 
through centralized production at facilities such as Alabuga, where Shahed/Geran launch-
es climbed from around 95 per day in January 2026 to roughly 145 per day in April 2026.5 
The Shahed/Geran line is the textbook case. Originally built around an Iranian reverse-en-
gineered copy of a German Limbach engine, it has evolved through battlefield-driven 
modification: jam-resistant satellite-navigation modules such as the Kometa-M family, 
reduced-observability measures, and jet propulsion in newer variants. When Ukrainian 
helicopters emerged in 2025 as the most effective interceptors, Russian engineers field-
ed Geran variants armed with R-60 air-to-air missiles within months.6 Frontline observa-
tion to fielded countermeasure, in weeks. Most Western defence companies cannot 
match that cadence.

SDD++: Closing the Loop with the Field
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The shift toward feedback-defined defence is a strategic imperative, not a technical 
evolution. Systems that cannot evolve quickly risk becoming obsolete before they are 
even deployed. Four implications follow.

The diagnostic questions are simple: What share of the platform sits in the fast-evolving 
layer? Are interfaces well-defined enough to swap modules without re-qualifying the 
base? Which parts of the system must adapt to battlefield feedback, and at what speed?
Architectures that cannot answer those three questions are exposed, regardless of how 
advanced the underlying technology is. The real shift is from software-defined systems 
to feedback-defined systems - and the companies that organize around it are the ones 
that will still be relevant when the next conflict starts.

Modularity is no longer optional. Defence platforms must separate stable base 
systems from fast-evolving modules – software and hardware – through clearly 
defined interfaces. Those interfaces are also what enable interoperability across 
products, suppliers, and even other defence actors.

Feedback only matters if structures can absorb it fast. Most primes already collect 
operational data; what they lack are organizational structures designed to turn it 
into product change at speed. The constraint is rarely the information itself,  it is the 
distance between operators and engineering, the placement of decision rights, and 
the absence of an owner accountable for closing the loop. Without structures built 
for absorption, lessons accumulate in reports while products continue to evolve on 
their original cadence.

Dual-speed organizations are the new baseline. Long-term platform stability and 
tactical-speed iteration must coexist. In practice, this means standing up a rapid-
iteration cell alongside the core platform business – with delegated procurement 
authority and direct frontline relationships – connected to the core through a clear 
modular architecture and interface contract. Without that contract, dual-speed 
produces duplication and competing roadmaps.

The mindshift is from hardware-centric to systems-led. Most primes remain 
organized around hardware lifecycles measured in decades, with software sitting 
organizationally below hardware. Adding software headcount or cloud infrastructure 
does not change that. Only firms reorganized around software and systems 
engineering – where hardware is one output rather than the organizing principle 
– can sustain the observation-to-fielded-change cadence the current environment 
demands.
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