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As reports of some serious and fatal crashes of automated vehicles (AVs) on 
public roads have made headlines over the last years, public attitudes have 
seen a radical shift. It’s now reached the point where, if public opinion continues 
to deteriorate, the entire future of AVs might be in jeopardy.

From 2017 to 2018, the proportion of adult Internet users surveyed in the 
US who asserted they would ride in a self-driving car fell from 44% to 21%. 
And it’s not just about riding in AVs but also about sharing the road with them: 
According to a poll carried out by leading US consumer advocates in 2018, 64% 
of the respondents expressed deep concern about riding alongside AVs on 
public roads. Unfortunately, public opinion has not recovered since then, as 
last year’s Annual Automated Vehicle Survey of the American Automobile As-
sociation made clear: 71% of Americans remain afraid of automated vehicles.

While these numbers are alarming and can massively hinder the realization of 
automated driving’s (AD) many promises, a comparison to manual driving hints 
towards a practical solution. After all, more than 36 thousand people were 
killed in conventional traffic on American roads in 2018, yet 80% of US Ameri-
cans happily drive their car to work every day.

FATAL AV CRASHES HAVE 
SHOCKED THE PUBLIC

ROOT CAUSES OF ROAD COLLISIONS: US INSIGHT

"A human driver at the wheel of a conventional vehicle is far from ‘safe’, yet 
the dangers are widely accepted by the public – why?” asks Dr. Matthias 
Kempf, partner at Berylls Strategy Advisors and a specialist in automated 
vehicles. "A large part of the reason is public understanding of the intensive 
safety regulation. Vehicles are regulated by a national authority, such as the 
NHTSA in the USA, while human drivers are required to be of a minimum age 
and to have passed a test to acquire a license."

Source: NVIDIA, NMVCCS, Berylls Strategy Advisors 2
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But what are the equivalent standards for AVs? At the moment, there aren’t 
any. Both, the USA and the European Commission, for example, still only pub-
lish voluntary guidelines for the safety assessment of AVs, as they are not 
covered by current binding legislation. 

Robert Ziffling, an Associate at Berylls Strategy Advisors, explains, “It’s not 
that the industry is unconcerned about AV safety – far from it. Ensuring safety 
is in the developers’ best interests and they work hard on the problem.” 
For example, ‘Safety First for Automated Driving’ is an in-depth whitepaper 
published by 11 industry leaders last year, including Audi, BMW, Daimler and 
Volkswagen, aiming to provide a comprehensive overview based on input from 
OEMs, tiered suppliers and technology providers.

“However, there’s always a risk that commercial organizations bend their own 
safety standards in the race to market, hence self-certification is not a viable 
option. There is an absolute need for transparent safety standards, verified by 
an external authority; and that’s where the problems get sticky.”, adds Ziffling.

SELECTED VOICES FROM THE PRESS

MEPs call for safety and liability rules fordriverless cars
15.01.2019 – (…) Several countries around theworld are moving rapidly towards making bothconnected and automated mobility available onthe market and the EU needs to respond muchfaster to the developments in the sector, MEPssay in a non-binding resolution adopted with585 in favour, 85 against, 26 abstentions. (…)

In the context of automated vehicles, safety

aspects and legal questions are an issue which, 

despite legal guidelines, has still not been

clarified.

06.06.2019 – (…) A far-reaching technical standard

for self-propelled cars makes sense from both the

manufacturer's and the consumer's point of view. 

However, it should not be forgotten that it is precisely

the questions of regulation that are already proving

problematic. (…)

Despite the Clear Need for Comprehensive 

Regulation, Weak, Voluntary Approach with 

no Certainty on How to Ensure Public Safety 

is Released

08.01.2020 – The latest attempt by the U.S. 

Department of Transportation (U.S. DOT) to update 

autonomous vehicle policy is a rehashed, regurgitated 

and poorly reconstituted version of voluntary 

guidelines, the same hands-off approach we have seen 

in previous years. 
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The first step towards defining legally binding safety standards for automated 
vehicles must be to define what “safe enough for deployment” actually means. 
This is equivalent to agreeing on a “permissible failure rate” for AVs, a notion 
that has long been at the core of testing other safety-critical systems, like 
aircrafts for example. Unfortunately, discussion of defining such targets for 
AVs has only just started.

Additionally, it does not help in this context that current expectations of AV 
safety are most likely unrealistic. Many sources claim that AD systems have 
the potential to reduce road fatalities by around 90%, based on the NHTSA’s 
attribution of roughly that share to human error. While AVs can have a strong 
positive effect on road safety, such high levels are unrealistic for several 
reasons:

> Overstatement of human error: According to the International Transport 
Forum (ITF), the number of crashes attributed to human error might be ov-
erstated. The forum states that “differences in methodological approaches 
and other factors contribute to wide divergences in findings of human cont-
ribution to crashes”.

> Questionable basic assumption: It can’t be inferred that all the crashes 
attributed to human error could have been avoided by an AD system. Some 
are due to poor roadway or vehicle design, or to humans other than the 
driver (e.g. pedestrians).

> Negligence of machine failures: With the large-scale deployment of AVs 
there will be new problems of “machine failure”, which cannot yet be pre- 
dicted. 

> Negligence of cyber threats: As with “machine failure”, the optimistic 
estimates neglect the growing threat of cyber attacks.

Based on this current situation, namely missing safety targets coupled with 
unrealistic expectations, it does not surprise that inevitable AV crashes lead to 
disappointment and a public backlash that could massively hinder the use of a 
technology potentially able to save thousands, if not millions, of lives.

MISSING OFFICIAL SAFETY 
TARGETS BOOST UNCERTAINTY
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But even if permissible failure rates were defined, necessary processes to va-
lidate compliance with those safety levels are not close to being implemented.

At the core of the problem lies the inherent complexity of the driving challen-
ge itself. To maneuver safely through real-world traffic, humans require both, 
sound knowledge of traffic rules coupled with strong driving intuition. The lat-
ter becomes particularly important when different rules stand in conflict with 
each other - e.g. when violating a traffic rule is necessary to save lives. It has 
been widely acknowledged, however, that encoding such intuition into machi-
nes is tremendously complex  - despite all advances in machine learning!

To prove that they can conquer the challenge, however, large contestants wor-
king on fully automated driving systems (ADS) mainly focused their communi-
cation on the number of miles their AV fleets have clocked on public roads. For 
the public, this created the false impression that “driving to safety” is a viable 
option. It is not, at least not alone, as an insightful 2016 study of the RAND 
Corporation highlights. According to the study, 275 million miles of automated 
test-driving would be necessary to prove an acceptable failure rate of 1.09 fa-
talities per 100 million miles driven - the failure rate of human drivers today.

WE ARE STILL YEARS 
FROM STANDARDIZED SAFETY 
ASSESSMENTS

DEFINITION OF SAFETY: DRIVING MILEAGE NEEDED

Source: Kalra/Paddock (2016); Berylls Strategy Advisors
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WAYMO‘S DEVELOPMENT & TEST CYCLE
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To put these numbers into perspective, as of January 2020, Waymo, one of 
the world’s most advanced AD contestants, reports that its fleet has reached 
the remarkable threshold of 20 million self-driven miles on public roads. While 
it took Waymo ten years to achieve this, it would take almost 14 times these 
miles to prove safety of “human-driver level”. Admitting that Waymo has been 
increasing its rate of mile collection exponentially over the last years, does not 
help to truly discard this argument, as software is subject to frequent change. 
Especially in such a young field as automated driving, the source code must 
frequently be altered through updates, the addition of new behaviors or sim-
ply a security patch. Hence, expensively accumulated road-testing data might 
quickly become obsolete.

It goes without saying, that the AD industry has long realized this problem 
and all contestants more or less secretly combine public driving with physical 
(i.e. closed-course) and virtual simulation. While companies such as Waymo 
claim that their sophisticated procedures will very soon ensure safety levels 
way beyond human capabilities, the fact that the testing details are kept secret 
from the public authorities for competitive reasons does not raise public trust. 
This again underlines the case for centrally standardized processes and the 
ITF proclaims that “the relative safety level of vehicles deployed, or strategies 
employed, should not be a competitive issue.”

Source: Berylls Strategy Advisors
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As perceived safety is key to public acceptance of AVs, contestants should 
reconsider their strategies. Recent years have seen the industry take broadly 
three different approaches to achieving a high degree of driving automation. 

The first is to gradually improve software and hardware of advanced driver 
assistant systems (ADAS), pushing automation capabilities through all the 
steps of the famous "levels of automation". The beauty of this approach is early 
monetarization, as systems are constantly sold to customers. This approach 
has mainly been pursued by traditional premium OEMs.

The second approach means to skip the lower automation levels and to aim at 
level 4/5 directly, bearing the long-term investments necessary to deploy large 
pilot fleets. This is basically what Waymo, Uber or Lyft have been doing.

The third and last approach is a hybrid between the two, and currently only 
pursued by Tesla. While the Californians have been selling vehicles to custo-
mers, equipped with all hardware allegedly necessary for level 4/5, the soft-
ware is still gradually improved via over-the-air updates.

TO PLAY SAFE YET FAST, 
AVOID MONETIZING LEVEL 3
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Although it may seem counter-intuitive, we at Berylls believe that a strategy of 
monetarizing level 3 ADAS, systems still relying on a human driver, bears the 
great danger of getting distracted from the goal of higher automation. This is 
because partial automation harbors itself some unique safety risks, deman-
ding special technical and legal solutions:

> Poor task allocation: A current trend is to allocate easy tasks to automa-
ted driving systems (tasks which an average human driver generally handles 
well), while only the most complicated tasks are left to the human to handle. 
From a safety perspective, automation should target tasks that are very 
hard for humans to do well under certain circumstances.

> Overconfidence in the ADS: The rarer the situations in which the driver 
must take over control from the ADS, the greater the danger of undue con-
fidence in the system. The crash of a Tesla Model S in May 2016, where the 
collision with a truck killed the car’s driver, is an example. Apart from the 
truck driver’s failure to yield the right of way to the car, the official accident 
report names the “car driver’s inattention due to overreliance on (level 2) 
vehicle automation” as a likely cause of the accident.

> Lack of cognitive engagement: The human driver’s lack of cognitive en-
gagement while being chauffeured leads to degraded situational awareness 
and prolonged reaction times when human intervention is needed.

> De-skilling the human driver: The lack of driving practice over a longer 
period of time leads to reduced driving skills, prolonged reaction times, and 
potentially dangerous driving responses in the form of inadequate steering, 
acceleration or braking.

Overcoming these obstacles is expensive and costly but contributes only little 
to building a L-4/5 automation stack. Any AD strategy should therefore con-
centrate all activities on reaching L-4/5 and avoid level 3 as much as possible. If 
a hybrid approach like Tesla’s is chosen, however, great care must be taken in 
communicating the intermediate-systems’ capabilities.

"There are a great many obstacles to be overcome on the road to fully 
automated driving," concludes Dr. Kempf, "including those discussed above 
and others – such as AD systems’ ability to withstand malicious cyber- 
attacks – that warrant separate discussion. Yet despite all these challenges, 
we’re convinced that an automated transport system can be achieved – and 
that it will have huge benefits, in a great many areas, most particularly road 
safety."



NEXT STEPS: 
POSSIBLE ACTION PLAN
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Communicate realistic expectations & 
lobby for binding standards

Berylls believes that all stakeholders, the industry, the regulators 
and the general public should actively debate what it means for ADS 
to be “safe enough for larger deployment” and agree on a more re-
alistic target than the 90% reduction. Once there are accepted and 
realistic safety metrics, these can be independently monitored. 

Push for transparency

Transparent AV safety regulation is urgently needed. The industry 
has advanced processes in place but they are largely proprietary, 
and not transparent, while academic proposals are in a state of flux. 
Since all major regulators currently publish voluntary guidelines 
only, possible validation procedures are at best in their infancy. 

Center AD strategy on safety

While Tesla seems to be able to get away with deploying immature 
automation software, the public will most likely not be as forgiving 
with more traditional manufacturers, producing vehicles at a much 
larger scale. Next to ethical considerations, this is a major reason 
why those contestants do not have the choice but to put safety at 
the core of their AD strategy. This also means to not aim at level 3 
ADAS, but to constantly push for systems able to completely re- 
place the human driver (at least within their respective operational 
domains). Such a strategy will in the end be quicker, less costly and 
safer, thereby winning the customers’ trust.

1

2

3



Berylls Strategy Advisors is a top management consulting firm specialized 
in the automotive industry, with offices in Munich and Berlin, in China, in Great 
Britain, in South Korea, in Switzerland and in the USA. Its strategy advisors and 
associated expert network collaborate with automotive manufacturers, auto-
motive suppliers, engineering services providers, outfitters, and investors to 
find answers to the automotive industry’s key challenges. The main focus is on 
innovation and growth strategies, support for mergers & acquisitions, organi-
zational development and transformation, and profit improvement measures 
across the entire value chain.

In addition, together with our clients, experts at Berylls Digital Ventures 
develop solutions for digitizing and transforming the business models of 
OEMs, suppliers and engineering services providers.
Longstanding experience, well-founded knowledge, innovative solutions, 
as well as an entrepreneurial mindset distinguish Berylls consulting teams. 
Through partnerships with experts, Berylls can draw on in-depth technology 
expertise, a comprehensive understanding of the market, and powerful net-
works in order to develop workable solutions.
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MEET BERYLLS.
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